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Data has become the world’s most valuable resource. How
you store it, protect it, and access it may decide the success
or failure of your business. That’s why we’ve taken an entirely
different approach to help secure and manage your data.
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Understanding
BIOS-SHIELD®
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What is BIOS-SHIELD®?
BIOS-SHIELD® is a local VDI or Virtual Desktop Infrastructure. We
transform a Windows-based PC by encapsulating the Operating
System within a secure container. BIOS-SHIELD® utilizes all the
hardware capabilities and provides users with a seamless
experience with true native performance. IT administrators can
centrally manage all BIOS-SHIELD PC’s whether they are within the
company walls or outside the corporate network.

How is it different?
Most other VDI solutions typically run on a remote server in the
company’s datacenter or the Cloud. The endpoint is usually a lowend PC with limited CPU power, memory and HDD space. The
downside to this solution is that it requires significantly more
network bandwidth to transmit and display the desktop image from
the server to the endpoints. This puts an extra burden on the
network infrastructure, creating an unstable network that limits
employees' access to graphic-intensive applications. BIOS-SHIELD
delivers a seamless native user experience with stronger security and
remote manageability.
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Which solution is right
for your business?

BIOS-SHIELD® PROFESSIONAL
Standalone security and data protection

Data Encryption

Time Machine Restoration

Hard Drive encryption helps
protect data from malicious
insiders as well as hackers.

Users can save a point-in-time
snapshot of their hard drive. Should
the user encounter a virus or
malware attack, users can select a
previously stored snapshot and
initiate a roll back to recover missing
data quickly.

USB Encryption
Encrypted USB thumb drives can
be read by BIOS-SHIELD® PCs with
the same encryption password.
When activated, this features
prevents an un-authorized USB
thumb drive connection.

Secure Browser
The BIOS-SHIELD secure container
enables users to freely search the
internet and safely screen-shot and
move graphics, photos and PDF files
without fear of importing malicious
code.

USB Device Control
Based on the company security
policy, administrators can decide to
disable storage devices, network and
printers to prevent unauthorized
data leading while allowing other
functions such as audio/video
devices for video calling.

BIOS-SHIELD® BUSINESS
BIOS-SHIELD® BUSINESS has all the same functionality as BIOS-SHIELD®
PROFESSIONAL with additional cloud-enabled management capabilities
as shown below.

Remote Device
Management
Administrators can remotely
access BIOS-SHIELD PC’s for ease
of management and support.
Companies needing to upload
new versions of software for
example, can push them out to
end-users quickly for remote
access.

Policy Creation and
Deployment
Companies can easily deploy group
policy settings that apply to BIOSSHIELD settings.

Secure PC Reboot or Shutdown
IT can remotely reboot or shut down
a PC or a group of PCs.

Remote Wipe of End User Data
When a PC is lost, IT can issue a
remote "reset" function. The missing
PC can be immediately shut down
and reset back to the factory
settings. All end-user data will be
erased.

BIOS-SHIELD® ENTERPRISE
In-Cloud or On-Premise deployment options

Batch Provisioning
BIOS-SHIELD® enterprise provides
multiple ways to deploy our technology
with controls over the provisioning
process:
Option 1: BIOS-SHIELD® can be
provisioned by randomly generating
registration tokens.

Watermark
Enterprises often need a way to
prevent and deter a "camera
attack". Malicious outsiders or
insiders could use a cellphone
camera to take photos of
confidential data from their
monitors.
BIOS-SHIELD®
Watermark is a deterrence tool
that embeds the user’s name,
computer name, IP address,
company logo, custom text,
date/time onto the user’s screen.
If a user should try to take a
screenshot of confidential data,
his/her unique information will
also be captured on the image.

Option 2: BIOS-SHIELD® can support
mass deployments by importing a precreated CSV file. This method
completes the provisioning process
without end-users having to enter
registration tokens.
Option 3: BIOS-SHIELD® can be set so
that provisioning can be performed
from inside the corporate network or
the Internet.

Support Services
Additional support such as customized
reporting, end-user training or help desk
support is available to our enterprise-level
customers. The number of hours and type
of support can be built into a monthly cost
package.

BIOS-SHIELD® ENTERPRISE
In-Cloud or On-Premise deployment options

BIOS-SHIELD® VPN
Proxy Server Support
In cases where an enterprise has
multiple locations and intercampus network connections,
bandwidth is often limited. BIOSSHIELD® can use proxy server
support to both provision
hardware and perform firmware
updates from the domain data
center.

Policy Violation Support
As an added security measure,
policies can be created to detect
suspicious end user behavior. For
example, enterprise may want to
disable the USB thumb drive
access to help protect corporate
confidential data. Once set, should
a USB thumb drive connect to a
PC, BIOS-SHIELD® will reject the
access and log an event on server.
Administrators can run reports on
possible violations.

This feature provides advanced
protection for remote work. Typical VPN
solutions rely on an end user to launch
the VPN client from Windows. BIOSSHIELD® VPN is controlled by the IT
manager. When BIOS-SHIELD® VPN is
enabled, the VPN starts when the
system is booted-up and connected to
internet. An end user can not disable
VPN.

Support Services
Additional support such as customized
reporting,
sub-organization
manage/controls, end user training or
help desk support is available to our
enterprise level customers. The
number of hours and type of support
can be built into a monthly cost
package.

The Benefits of
BIOS-SHIELD®

Stronger Security
Through virtualization we isolate the OS to
strengthen the security of the endpoint. Our
technology blocks out ports of entry to help
mitigate threats and better protect your data.

Native User Experience
BIOS-SHIELD® delivers greater responsiveness
with easy deployment to help businesses take
full advantage of the security and
manageability potential.

Remote Manageability
Businesses gain greater control over their
endpoints by remotely deploying, up-dating,
changing permissions or shutting down a PC.

Who we are
Macconext Information Security Limited is an Information Security and Research
Company. Macconext has been one of the leading providers of advanced technology
services and suppliers of data security products in Nigeria & West Africa.
We develop and distribute professional products in the fields of data recovery, data
erasure, data destruction, secure data storage, custom web/mobile application and
digital forensics for Institutions, organizations and government agencies.
The key to successful delivering of our holistic and pragmatic solutions, from
consulting to implementation on the ground, is our people and partnership with top
cybersecurity organisations .

Contact us
For more information on purchase, subscription and/or
Installations please contact us:

Macconext Information Security Limited
www.macconext.com/en
info@corp.macconext.com
08034015900, 07011835115

